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Abstract

Block chain technology holds immense potential for transforming patient records management in
healthcare settings. However, its adoption faces numerous challenges, particularly in resource-
constrained environments such as Mulago National Referral Hospital. In this study, we aimed to
investigate the factors influencing the adoption of block chain technology to enhance patient

records management at Mulago Hospital.

Using a quantitative methods approach, data was collected from healthcare professionals at
Mulago Hospital through a structured questionnaire survey. Participants were selected based on
their involvement in patient record management processes. Data collection involved
administering the questionnaire to key stakeholders. The collected data were analyzed using

descriptive statistics.

The findings reveal several key insights into the factors affecting the adoption of block chain
technology at Mulago Hospital. Organizational support, regulatory compliance, and training
programs emerged as critical determinants of perceived usefulness and ease of use of block chain
technology. The study also identified concerns regarding data security and interoperability as
significant barriers to adoption. Despite these challenges, there is a consensus among healthcare
professionals about the potential benefits of block chain technology in improving patient record

management practices.

The implications of these findings underscore the importance of addressing organizational and
technical challenges to facilitate the successful adoption of block chain technology in healthcare
settings. By providing insights into the perceptions and attitudes of healthcare professionals, this
study contributes to the growing body of literature on technology adoption in healthcare.
Ultimately, the successful implementation of block chain technology at Mulago Hospital could

serve as a model for similar healthcare facilities facing similar challenges worldwide.
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1. CHAPTER ONE

1.0 Introduction
The healthcare sector is one of the most important industries in the world, and patient records are

a vital part of its operations (Oleribe et al., 2019). Patient records contain sensitive information
such as medical history, medications, and other personal data that must be kept private and secure
(Wahlberg et al., 2017). According to the World Health Organization (WHO), healthcare is a
fundamental determinant of societal progress, with health outcomes directly linked to economic
development and human capital (WHO, 2017). A healthy population is more productive and
contributes significantly to national and global economies, thereby emphasizing the irrefutable
importance of the healthcare industry (Huang et al., 2022). Zooming into continental and regional
contexts further underscores the prominence of healthcare. For instance, the African Union's
Agenda 2063 recognizes healthcare as a core pillar for achieving the continent's sustainable
development objectives (African Union, 2020). It outlines a vision of an Africa with universal

access to quality healthcare services, highlighting the sector's role in shaping Africa's future.

Nationally, healthcare remains crucial for societal welfare and progress. Statistical data at the
country level reinforces this assertion. In Uganda, for example, healthcare expenditure has been
steadily increasing over the years (Lukwago, 2016). The Uganda Bureau of Statistics (UBOS)
reports that in 2018/19, the government allocated approximately 7.2% of its total budget to the
healthcare sector, reflecting a profound commitment to healthcare's pivotal role in the nation's
development (UBOS, 2020). Patient records, constituting a fundamental component of the
healthcare system, encapsulate a wealth of sensitive information, including medical histories,
medications, and personal data (Bali et al., 2011). The safeguarding of this data is not just a
regulatory requirement but a moral and ethical imperative in ensuring quality healthcare delivery
(Basil et al., 2022). However, current patient records systems are often inefficient and prone to
errors due to the complexity and manual nature of the process (Sue, 2013). In addition, patient
records are often stored on multiple systems, making it difficult to access and share information

between organizations (\Vos et al., 2020).

The Government of Uganda is actively working towards digitizing the economy by empowering
different sectors like health sectors including the technology industry (UNDP, 2023). A key
objective of this initiative is to reduce disparities in the healthcare sector by addressing health

challenges through technological advancements (MoH, 2021). This involves establishing
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convenient pathways to Electronic Health Records (EHRs) for efficient sharing of health
information. Nevertheless, there are notable challenges regarding the digital health record and that
is privacy, accuracy, and accessibility (PAA) or applying confidentiality, integrity, and availability
(CIA) (Ozair et al., 2015). Privacy ensures that only authorized individuals can access patients'
data, as patients have the autonomy to determine the who, where, and when of their health
information retrieval (Neame, 2013). Integrity focuses on ensuring that only authorized individuals
can modify patients' data to maintain data consistency, while availability guarantees that patients
have full access to their information at all times (Tertulino et al., 2023). The use of Electronic
Health Records (EHR) systems is growing in Uganda Similar to other developing (Banshanga &
Ejiri, 2016). Given the widely acknowledged significance of the healthcare industry, these issues
must be addressed to further improve the efficacy and efficiency of healthcare services. This study
explores how block chain technology can revolutionize patient record management, address these
pressing problems, and bring in a new era of improved security, interoperability, and patient-

centered care in healthcare.

As asserted by Pandey and Hennessey (2018), block chain technology offers a dual assurance of
trust and traceability, effectively addressing the pervasive issue of trust across federated, public,
and organizational levels (Filippi et al., 2020). Embracing block chain technology, a hallmark of
this Fourth Industrial Revolution was widely adopted in numerous healthcare settings and holds
the potential to fortify security models and enhance government efficiency in delivering public
health services (Ingraham & Clair, 2020). The inevitable adoption of block chain technology will
exert substantial pressure on public authorities, necessitating a reevaluation and transformation of
government hospital operations, ultimately leading to the amelioration of patient records
management. The integration of block chain technology presents a promising solution to the
challenges at hand, furnishing a secure and streamlined approach to patient records storage and
administration (Haleem et al., 2021). Block chain, functioning as a decentralized ledger system,
facilitates the secure and encrypted storage and sharing of data across multiple systems (Han et al.,
2022). Additionally, it simplifies data exchange between organizations, obviating the need for

labor-intensive manual processes.



1.1 Background to the Study

Patient records management is important in the healthcare sector to provide high-quality services
(Mathebeni, 2015). Electronic health records are created using ICTs and manage patient records.
Computer software is used by Electronic Health Records (EHR) to collect, store, and distribute
patient data in an organized manner (Amiri, 2012). According to Staggers et al. (2008), an
electronic health record (EHR) allows all authorized parties involved in a patient's care to share
medical information, including doctors, labs, pharmacies, emergency rooms, nursing homes, state
registries, and the patients themselves. Electronic Health Records (EHRs) are widely used in
healthcare facilities to improve patient data security, efficiency, and reduction of redundant data
(Cowie et al., 2017).

1.1.1 Global Perspective
The problem area of patient records management extends beyond individual healthcare facilities

to become a global concern in the healthcare sector (Pai et al., 2021). Across the world, healthcare
organizations are grappling with the challenges of managing patient records efficiently, securely,
and in a manner that facilitates seamless access and sharing of information among relevant
stakeholders (Goniewicz et al., 2021). In developed countries, traditional paper-based record-
keeping systems have proven to be cumbersome, prone to errors, and inefficient in meeting the
demands of modern healthcare delivery (Mathebeni, 2015). The increasing digitization of
healthcare data has introduced new complexities, including concerns related to data security,

privacy, and interoperability (Hasselgren et al., 2020).

The emergence of block chain technology offers promising solutions to address these global
challenges in patient records management. Block chain, as a decentralized and immutable ledger
system, has garnered significant attention for its potential to revolutionize various industries,
including healthcare (Raja & Muthuswamy, 2022). Its unique characteristics, such as tamper-proof
data storage, transparency, and decentralized consensus mechanisms, make it an attractive option
for ensuring the integrity, security, and interoperability of patient records on a global scale (Federal
Department of Economic affairs, 2019). By leveraging block chain technology, healthcare
organizations worldwide can overcome the limitations of traditional record-keeping systems and
establish robust infrastructures for managing patient data securely and efficiently (Kehinde et al.,
2024).



1.1.2 Regional Perspective
In the regional context, the challenges associated with patient records management vary depending

on the socioeconomic and technological landscape of each region. Across various regions,
healthcare facilities face common hurdles such as fragmented data systems, interoperability issues,
and data security concerns (Ali et al., 2023). However, the extent and severity of these challenges
may differ based on factors such as healthcare infrastructure, regulatory frameworks, and

technological adoption rates (Abdulazeez et al., 2015).

In many regions, particularly in developing countries, healthcare facilities grapple with resource
constraints, inadequate infrastructure, and limited access to technology (Asogwa, 2018). These
factors exacerbate the difficulties in managing patient records effectively, leading to inefficiencies,
errors, and compromised patient care outcomes (Newa & Mwantimwa, 2019). Moreover, regional
disparities in healthcare delivery further complicate the sharing and exchange of patient

information among different healthcare providers and institutions (Srivastava, 2016).

Despite these challenges, regional initiatives and collaborations are emerging to address the
shortcomings in patient records management. In some regions of Kenya and Ghana there
partnerships between public and private sector entities, as well as international organizations, aim
to leverage technology and innovation to improve healthcare data management practices (Suchman
et al., 2018). In this context, block chain technology presents an opportunity for regional healthcare
systems to leapfrog traditional approaches and adopt more advanced and secure methods for

managing patient records.

1.1.3 National Perspective
From a national perspective, the state of patient records management reflects the broader

healthcare landscape, including policy frameworks, regulatory environments, and healthcare
delivery models (Oni et al., 2014). National healthcare systems grapple with the dual challenge of
ensuring universal access to quality healthcare services while safeguarding patient data privacy
and security. At the national level, healthcare organizations are increasingly recognizing the
importance of adopting modern technologies to address the shortcomings in patient records
management (Mirza & EI-Masri, 2013). Governments and regulatory bodies are promoting
initiatives to incentivize the adoption of electronic health records (EHRS) and interoperable data
systems to facilitate seamless information exchange among healthcare providers (Alotaibi &

Federico, 2017). However, challenges such as data silos, lack of standardization, and cybersecurity



threats persist, hindering the widespread implementation of integrated healthcare information

systems (Kruse et al., 2016).

In response to these challenges, national governments are exploring innovative solutions such as
block chain technology to modernize healthcare data management practices. By investing in
research, infrastructure development, and policy reforms, countries can create an enabling
environment for the adoption of block chain-based solutions in healthcare (El-gazzar & Agbozo,
2023). These efforts align with broader national agendas aimed at harnessing technology and
innovation to improve healthcare outcomes, enhance patient safety, and drive efficiencies in
healthcare delivery (Saeed et al., 2022).

1.2 Problem statement

Effective patient data management is essential for the efficient and high-quality delivery of
services in the healthcare industry (Adane et al., 2019). The Ministry of Health in Uganda
introduced an electronic health system that streamlined the entire process by automating the
workflow for public hospitals (The Digital Health Symposium Report, 2018). However, the
implementation of EHRs in public hospitals has been accompanied by a spectrum of challenges as
revealed by recent studies (Mutesi et al., 2022). These challenges encompass a dearth of skilled
personnel specialized in electronic records management, intermittent and inadequate staff training
initiatives, suboptimal management of records at the active stage, limitations in both storage
resources and physical storage space, and deficiencies in the formulation and adherence to records
management policies and guidelines (Kashaija, 2022). The cumulative impact of these challenges
includes impediments to the efficient delivery of healthcare services, increased risks of record
mismanagement and loss, and the creation of a cumbersome process for retrieving patient data
(Danso, 2015 (Mutesi et al., 2022)). Addressing these challenges is imperative to unlock the full
potential of EHRs in improving healthcare quality and efficiency at Mulago Hospital.

Within this context, it becomes evident that the adoption of block chain technology holds the
potential to mitigate these EHR-related challenges (Han et al., 2022). The distributed and
immutable ledger system known for block chain has proven to have extraordinary potential in
several industries. The existing literature highlights the transformative impact of block chain on
healthcare data security, patient privacy, and interoperability (Yogesh & Karthikeyan, 2022).

However, its use in healthcare, particularly in the context of Uganda, is yet largely unexplored
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(Ahishakiye et al., 2018). While some research has delved into block chain's broader applications
in healthcare, a comprehensive examination of its adoption and integration into the EHR
ecosystem within the Ugandan context remains limited (El-gazzar & Agbozo, 2023). Thus, this
study seeks to explore the adoption of block chain technology to enhance the management of

patient health information in Mulago Referral Hospital.
1.3 Research objectives

1.3.1 Main objective

The study aimed to develop a model for supporting adoption of block chain technology for

enhanced patient record management at Mulago Hospital.
1.3.2 Specific objective

I. To investigate the factors affecting the utilization of electronic health records at Mulago
hospital in order to determine requirements for a model for supporting adoption of
block chain technology for enhanced patient record management

ii. To design a model for supporting adoption of block chain technology for enhanced
patient record management at Mulago Hospital.

iii. To test a model for supporting adoption of block chain technology for enhanced patient

record management at Mulago Hospital.

1.4 Research questions

i.  What are the factors influencing the current state of Electronic Health Records (EHR)

implementation at Mulago National Referral Hospital?

ii.  How can block chain technology be effectively implemented at Mulago national referral

hospital ?

iii.  To what extent does the proposed block chain model effectively address the challenges

identified in patient records management at Mulago National Referral Hospital?



1.4 Scope of the study

1.4.1 scope

The adoption of block chain technology for enhanced patient record management in health care
presents a multifaceted landscape characterized by various adoption challenges and opportunities
(Faisal et al., 2022). We investigated factors such as the complexity of healthcare systems, user
resistance, regulatory compliance, and interoperability concerns that often act as barriers to
technology adoption within healthcare settings (Kruse et al., 2016). To comprehensively address
these challenges, our study employed the Technology Acceptance Model (TAM) as the model of
adoption. TAM has been selected for its proven effectiveness in assessing technology adoption in
healthcare contexts (Rahimi et al., 2018). By exploring healthcare professionals' perceptions of
these factors in the context of block chain technology, we can gain insights into their intention to
adopt and ultimately improve patient record management. TAM's well-established model provided
a structured approach to understanding adoption dynamics, making it a suitable choice for our

research.

1.4.2 Geographical scope

EHRSs, heralded as a transformative tool in healthcare, have indeed revolutionized the management
of patient health information, replacing traditional paper-based records (Ratwani, 2018). Yet, their
implementation at Mulago Hospital presents multifaceted challenges. Such challenges hinder
efficient healthcare delivery and result in record mismanagement, losses, and cumbersome patient
data retrieval and these can be solved through the adoption of block chain technology (Danso,
2015).

1.4.3 Time scope

The study was conducted for 15 weeks and this time involved writing the research proposal,

collecting data, analyzing data, and report writing.

1.5 Significance of the study

Significance is a fundamental concept that permeates various aspects of our lives, from the world
of science and research to personal experiences and societal matters (Kivunja & Kuyini, 2017). It
refers to the importance, relevance, or impact of something, whether it be an event, an idea, a

discovery, or an action (Reed et al., 2021). The significance of this study is profound, as it delves
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into the cutting-edge realm of block chain technology to address critical issues in healthcare, with

a primary focus on patient record management at the renowned Public Hospital.

Users (Healthcare Professionals and Staff)

The study holds significance for the users, including doctors, nurses, and administrative staff at
Mulago National Referral Hospital. By exploring factors that influence the current state of
Electronic Health Records (EHR) implementation and designing a model for block chain
technology adoption, users can benefit from more efficient and user-friendly systems. This leads

to improved patient record management, streamlined data access, and enhanced job satisfaction.

Mulago National Referral Hospital

The study holds great significance for the hospital. Understanding the challenges and potential
solutions in adopting block chain technology for patient record management can significantly
enhance operational efficiency, reduce data security risks, and contribute to better healthcare
coordination. The proposed block chain model tailored to the hospital's context can lead to cost-

effective and seamless data management, benefiting both the institution and the patients it serves.

Policy Makers and Healthcare Regulators

The results of this study can be used by policymakers to inform their decisions regarding the
implementation of block chain technology in healthcare settings. Insights gained from the study
may inform the development of regulatory models that support the secure implementation of block

chain while ensuring compliance with healthcare laws and data privacy regulations.

Advancement of the Body of Knowledge

This study adds to the body of knowledge already available on the adoption of block chain
technology in healthcare. By assessing factors that influence EHR implementation and evaluating
the adoption of block chain for patient record management, the study adds to the academic
understanding of healthcare technology adoption models and strategies. This study adds to the
corpus of information already available on the adoption of block chain technology in healthcare.
These results can serve as a foundation for future research in this developing field by academics

and researchers.



