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ABSTRACT 

This study assessed healthcare workers’ knowledge of patient health data protection when using 

digital health solutions at Hoima Regional Referral Hospital. As healthcare systems rapidly 

adopt the digital technologies, safeguarding the digital patient health data is vital for preserving 

trust and complying with the legal and ethical standards. However, inadequate knowledge of data 

protection principles among the healthcare workers using digital systems may compromise the 

security and privacy of patient health records. The study aimed to identify the digital health 

solutions used, assess healthcare workers’ knowledge of patient health data protection principles 

and describe the data protection practices implemented within the hospital by the healthcare 

workers. A mixed methods approach was applied using structured questionnaires to collect data 

about the digital health solutions currently used, the knowledge of patient health data protection 

principles among the health care workers and their patient health data protection practices. The 

Interview guide was used to collect the patient health data protection practices among the 

healthcare workers in their respective departments. A sample of healthcare workers between the 

age of 31-50, most of whom were nurses, with the highest education qualification being between 

Diploma and Degree participated in this study. The findings revealed that UgandaEMR (E-Afya) 

was the most commonly used system (70.3%), followed by HMIS/DHIS2 (23.4%), Automated 

Laboratory Information Systems (3.9%) and Electronic Health Records (2.3%). The overall 

knowledge score on patient health data protection principles was moderate (54.7%). The most 

commonly reported patient data protection measure was the use of passwords or login credentials 

(74.2%). The findings showed that although digital health systems were widely used at Hoima 

Regional Referral Hospital, healthcare workers did not demonstrate strong knowledge of patient 

health data protection and had very low awareness of the Data Protection and Privacy Act 

(2019). The moderate knowledge level of the patient health data protection principles showed 

that some staff may not fully understand how to safeguard the sensitive patient information. In 

addition, relying mainly on passwords as a protection measure may leave the patient health data 

defenseless. Daily data protection practices were influenced by convenience, limited training and 

technical challenges which led to inconsistent patient data protection. These findings emphasized 

the need for more practical training and stronger institutional guidance to improve the secure 

management of patient health data. 
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OPERATIONAL DEFINITIONS OF TERMS 

Digital Health Solutions: These refer to a broad range of electronic tools and systems used to 

improve health and healthcare delivery (World Health Organization, 2021). For this dissertation, 

Digital Health Solutions were defined as any electronic tools, software or systems used by 

healthcare workers at Hoima Regional Referral Hospital to collect, store, transmit or analyse 

patient health information. These solutions include, but are not limited to, the hospital’s 

Electronic Health Record systems, District Health Information System 2 (DHIS2), telemedicine 

platforms and other mobile applications used for clinical tasks. This variable was measured by 

having healthcare workers self-report their use of specific systems, identifying the name of the 

solution, its primary function and how frequently it was used (Weik et al., 2024). 

 

Healthcare Workers: These are professionals directly involved in the provision of health 

services (WHO, 2021). In this study, Healthcare workers were defined as all professional staff 

employed at Hoima Regional Referral Hospital who have direct clinical responsibilities and they 

included doctors, nurses, clinical officers and records officers. The sample was identified and 

selected from the hospital’s official staff department registers of healthcare workers. 

 

Knowledge of Patient health data Protection Principles 

This refers to healthcare workers’ cognitive understanding of the fundamental principles 

governing the protection of patient health information when using digital health solutions. The 

patient health data protection principles were confidentiality, integrity, availability, 

accountability, informed consent, access control as shown in the Uganda Data Protection and 

Privacy Act, 2019 and also in the Data Protection and Privacy Regulations, 2021. The researcher 

measured the healthcare workers’ knowledge of patient health data protection principles using a 

questionnaire which assessed awareness of the legal requirements, the security rules and the 

ethical behaviours related to patient health data protection. Here, the scores were determined by 

the number of correct responses to the multiple-choice questions and the short answer questions 

in the questionnaire where a higher score indicated a high level of knowledge of patient health 

data protection principles, a medium score indicated moderate knowledge and a low score 

indicated limited or no knowledge of the principles.  
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Patient health data Protection Practices: These are specific actions and behaviours healthcare 

workers perform to ensure the confidentiality, integrity and availability of patient health data 

(Turkstani et., al 2025) when using digital health solutions. These practices are crucial for 

complying with legal requirements, like Uganda’s Data Protection and Privacy Act, 2019 which 

explicitly classifies health information as sensitive data and mandates stringent protection as it 

mandates data collectors, processors and controllers to adopt appropriate measures to secure the 

integrity of personal data in their control and maintaining patient trust. 

The operational definition for this study was based on a combination of self-reported data from 

the questionnaires and interviews. The researcher measured the frequency and consistency of 

using strong, unique passwords and not sharing login credentials for access control, logging out 

of digital health systems after each session to prevent unauthorized access, adhering to the need-

to-know principle, meaning workers only accessed the data necessary for their specific clinical 

tasks, proper handling and secure disposal of electronic devices like phones, tablets, computers 

that contain patient health data and using secure, hospital approved channels for  transmitting 

patient health data, avoiding unencrypted platforms like personal email or messaging apps.   
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CHAPTER ONE 

 

INTRODUCTION 

1.1 Introduction  

This chapter looked at the background to the study, problem statement, purpose of the study, 

specific objectives, research questions, scope, significance and justification of the study.   

The increasing adoption of digital health solutions has transformed healthcare service delivery by 

integrating technology to improve patient care, enhance efficiency and expand access to medical 

services. Digital health solutions include a variety of electronic health services some of which are 

those which are focused on the patient treatment support, those that simplify the management of 

the diseases and help healthcare workers to make decisions, those that improve managing of 

supply chain, health financing and those that help in collecting patient health data, using it and as 

well sharing it (Govender et al., 2022). Embracing digital health solutions, raises a serious 

concern of patient health data protection of which this protection to be offered, it needs the 

healthcare workers to have knowledge of the patient health data protection principles and apply 

these principles so as to safeguard the patient information and so making sure that healthcare 

workers are knowledgeable about patient health data protection principles and practices is 

essential for the healthcare facilities that use digital health solutions. Mudogo et al. (2023) show 

that whereas the digital health solutions improve access to healthcare services through remote 

service delivery, they also introduce patient health data privacy risks and insecurities.  

 

This study, focused on Hoima Regional Referral Hospital located in Hoima City, Uganda, a 

major healthcare facility which is servicing at least seven districts in the Bunyoro region of 

western Uganda, with an estimated population of 2,300,000 people as shown by Mukobi et al. 

(2018). This referral hospital presented an ideal location from where the researcher assessed the 

healthcare workers’ knowledge of patient health data protection principles when using digital 

health solutions. The findings from this research gave great understanding of the effectiveness, of 

the digital health solutions that were adopted in this hospital and the competence of the data 

protection practices among the healthcare workers.  
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1.2 Background  

Background information was categorized into: historical, theoretical, conceptual and contextual 

perspectives. 

1.2.1 Historical Background 

According to Chief Healthcare Executive (2023), data breaches in the healthcare sector have 

escalated significantly, over the course of 2022, 71% of all health data breaches occurred in 

healthcare providers with over 50 million American patient records reportedly compromised 

which led to attacks like ransomware and hacking incidents. Insufficient cybersecurity practices 

and other major breaches have highlighted vulnerabilities in healthcare data systems and such 

breaches expose sensitive patient health data, including medical histories and financial details, 

underscoring the critical need for robust data protection measures in healthcare. A study 

conducted in Asia Pacific showed that nurses should be educated and trained in order to play a 

crucial role in promoting a culture of privacy and security as they often communicate patient 

information electronically through various channels such as email, messaging platforms and 

telehealth applications without using secure and encrypted communication methods to protect 

patient privacy (Nasrabadi et al., 2024)  as it is because of their lack of patient health data 

protection knowledge that patient health data is accessed by unauthorised persons.   

A cybersecurity knowledge and practice study conducted among nurses in South Africa showed 

that less than half, correctly understood basic terminology about cyber related issues like strong 

passwords, antivirus, information passed as part of a typical web page request, ransomware and 

phishing and the majority understood the purpose of encryption (79.3%). More than half of 

participants (67.4%) understood what spam was, but less than half (42.4%) understood all the 

characteristics of strong passwords. On the other hand, confidentiality, consent and data security 

were often overlooked and they required further guidelines for general utilisation, legal 

compliance, device (personal and hospital) utilisation and data transfer (encryption) of health 

information (Singh et al., 2022) hence their poor implementation of patient health data protection 

measures.  

In Uganda, the healthcare system is progressively adopting digital health solutions, such as the 

District Health Information System (DHIS2) and other electronic platforms for managing patient 
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health data. Despite these advancements, unauthorized access to patient information has raised 

significant concerns about compliance with data protection principles and practices and this 

unauthorised access is not only external but also internal among these very health care workers. 

A survey conducted in 15 districts, with 180 respondents distributed across 8 Electronic Health 

Information System initiatives showed that 85% of the respondents evaluated their Electronic 

Health Information System but only 25% had standard guidelines in form of clear-cut methods or 

mechanisms to conduct the evaluation (Nagwovuma et al., 2021) which means that different 

healthcare providers are following different rules that as well govern patient health data 

protection.  

Uganda has been embracing Digital health technologies like Telemedicine, Electronic Medical 

Records Systems, social media campaigns among others so as to improve healthcare service 

delivery however, implementation of these technologies has not been easy because of some 

issues like inadequate funding, computer illiteracy and lack of healthcare infrastructure. 

Developed countries like Canada have rising health care support and funding by their 

governments (Fisk et al., 2020) which is not the case in some developing countries as just 

healthcare service delivery is accompanied by trials such as inadequate funding and weak 

healthcare infrastructure (NANKUNDA et al., 2020).   

At Hoima Regional Referral Hospital, the utilisation of Digital Heath solutions for all healthcare 

workers started in October, 2024 where every healthcare worker was given a digital tool, and so 

the use of digital tools such as electronic health records to store patient health records is growing 

significantly hence the research. However, there was a pressing need to assess the extent of 

healthcare workers’ knowledge of data protection principles when using these digital health 

solutions as preliminary observations suggest potential risks to patient confidentiality due to 

unintentional or mishandling of sensitive information. While various studies have addressed that 

healthcare workers lack knowledge of digital patient health data protection principles and have 

suggested training programs for health workers, introduction of digital security rules, several 

loopholes persist like clearly understanding and researching on how these healthcare workers use 

these digital health solutions and what they use them for so as to get clear insight on why their 

knowledge could be low concerning the use of these digital health solutions for patient health 

data protection as reasons could in-tail the specific tools used and what they are used for, how 
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this hospital complies to the specific legal regulations, the available technological resources not 

only focusing on training them to use tools that they may not eventually employ at work. Plus, 

the rapid pace of technological innovation often outpaces the capacity of healthcare workers to 

stay updated on best practices for data protection and so given these underlying loopholes, this 

study focused on healthcare workers’ knowledge of patient  health data protection principles 

when using digital health solutions at Hoima Regional Referral Hospital aiming at assessing how 

well healthcare workers protect patient health data when using digital health solutions while 

adhering to data protection principles, identifying knowledge gaps and providing 

recommendations to enhance the security of patient health data when using digital health 

solutions. 

1.2.2 Theoretical perspective 

This study adopted Protection Motivation Theory (PMT), developed by Rogers (1975) and the 

Knowledge, Attitudes and Practices (KAP) model. The PMT explains how knowledge and 

perception of a risk, motivates individual to adopt protective behaviour showing how healthcare 

workers could implement data security mechanisms because there is a certain possibility of a 

threat like a data breach, un authorized access to patient health data manipulating a weakness in 

the digital health solutions, and so PMT stresses that the motivation of protection gets to increase 

when there is a threat (Floyd et al., 2000). PMT points out the very importance of knowledge 

such that healthcare workers can apply patient health data protection principles effectively. The 

KAP model complements PMT by offering a practical framework that is to be used to assess the 

health care workers’ knowledge of the patient health data protection principles and practices thus 

allowing the researcher to measure what the healthcare workers knew, and what they actually did 

as they used these digital health solutions at Hoima Regional Referral Hospital. 

 

Therefore, these two models together provided a robust framework for understanding and 

addressing gaps in knowledge, motivation and practices related to patient health data protection 

among healthcare workers at Hoima Regional Referral Hospital.  

1.2.3 Conceptual perspective 

Patient health data protection in tails measures and practices that ensure the confidentiality, 

integrity and security of personal health information in the healthcare and this data encompasses 
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personal information, medical records, treatment plans and diagnostic results (Nasrabadi et al., 

2024). Healthcare workers have to protect patient confidentiality under laws or regulations 

(Determann et al., 2019). Digital Health Utilisation is the use of communication technology to 

address gaps in the health sector (Mudogo et al., 2023). Digital health interventions are health 

services conveyed electronically and are categorized into four groups; interventions for clients by 

offering health promotion materials and treatment support, interventions of healthcare providers 

including disease management information, decision making support, interventions for a health 

system offering supply chain management, health financing and data services interventions for 

data management, usage and its sharing (Govender et al., 2022). These digital health solutions 

have become essential to modern healthcare systems by providing tools that improve disease 

awareness, enhance treatment and restructure patient care. However, implementing of patient 

health data protection while using these technologies mainly depends on the knowledge 

healthcare workers have concerning the protection of patient health data as healthcare 

professionals need to understand how to protect sensitive patient health data and ensure 

compliance with patient health data protection laws and regulations. 

 

1.2.4 Contextual perspective  

Hoima Regional Referral Hospital incorporated digital health solutions like electronic health 

records, Electronic Medical Record systems into their patient data handling. Despite the fact that 

the digital health solutions are being used, observations and reports showed that many healthcare 

workers lacked adequate knowledge on how to secure patient health data when using these 

digital solutions (Namatovu et al., 2021) and also on data privacy regulations like the Uganda’s 

2019 Data Protection and Privacy Act, leaving weighty gaps in compliance and risk mitigation. 

Furthermore, audits of digital health system usage showed gaps in securing patient information, 

raising concerns about potential data breaches and violations of confidentiality on patient health 

data. This gap in knowledge compromises patient trust and as well undermines the effectiveness 

of digital health technologies in enhancing healthcare delivery, requiring urgent interventions to 

address this critical issue as patients could feel the no need to use them. However, there were 

almost no existing observed studies that were conducted to address the issue of patient health 

data protection knowledge among healthcare workers generally among hospitals in Uganda that 
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use digital health solutions which empowered this study with the aim of assessing the knowledge 

of the patient health data protection principles and practices of healthcare workers regarding data 

protection, with the goal of promoting the secure use of digital health solutions. 

1.3 Problem Statement 

The use of digital health solutions has changed healthcare delivery by enhancing efficiency, 

improving patient care and streamlining the health service provision. However, the privacy of 

digital patient health data depends on the healthcare workers’ knowledge of patient health data 

protection when using the digital health solutions as patient health data protection is a very 

important pillar of digital healthcare which ensures that the sensitive health information is kept 

confidential and secure. Weak data security practices can lead to data breaches, unauthorized 

access and privacy violations, which compromise patient confidentiality, expose institutions to 

legal and financial risks, and undermine trust in digital healthcare services. Moore et al. (2019) 

showed that data breaches do happen regularly than it seems and that the existing legal and 

technical safeguards are insufficient.  

Although there is some use of digital health solutions at Hoima Regional Referral Hospital, 

healthcare workers may not have satisfactory knowledge of the patient health data protection 

principles when using the digital health solutions which may lead to insufficient patient health 

data protection practices. This difference may compromise the patient health data privacy thus 

exposing the sensitive information to unauthorized users. The problem is not that they don’t have 

a legal framework to follow because the Uganda’s Data Protection and Privacy Act of 2019 

clearly classifies patient health information as sensitive and requires the healthcare workers who 

handle and use this data to implement data integrity measures. However, studies show that 

Uganda continues to face challenges related to awareness and technological capacity that may 

lead to improper handling of patient health data (Moore et al., 2019) and yet concerns about data 

security risks may slow down the acceptance of the digital health solutions which may in the end 

limit the potential benefits of these solutions improving healthcare delivery (Nasrabadi et al., 

2024). 

There is limited research on how well healthcare workers at Hoima Regional Referral Hospital 

understand and apply patient health data protection principles when using the digital health 
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solutions at the facility even if the Uganda National eHealth Strategy emphasized the need for 

evaluating the usage of digital health solutions among the healthcare workers and so addressing 

this gap is crucial to strengthen patient health data security and build up confidence in the digital 

healthcare systems. 

The findings identified knowledge gaps, inform training and policy recommendations and 

enhanced secure digital health adoption to safeguard patient health data and improve healthcare 

outcomes. 

1.4 General objective 

To examine the healthcare workers’ knowledge of Patient Health Data Protection when using 

digital health solutions at Hoima Regional Referral Hospital. 

1.4.1 Objectives 

1. To identify the digital health solutions used by healthcare workers at Hoima Regional 

Referral Hospital. 

 

2. To assess the knowledge of patient health data protection principles among healthcare 

workers in Hoima Regional Referral Hospital using digital health solutions. 

 

3. To describe the patient health data protection practices of healthcare workers in the use of 

digital health solutions. 

1.5 Research questions 

1. What digital health solutions are used by healthcare workers at Hoima Regional Referral 

Hospital, and how do they describe their purpose and frequency of use? 

 

2. What is the level of knowledge that healthcare workers at Hoima Regional Referral 

Hospital have about patient health data protection principles when using digital health 

solutions? 
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3. What patient health data protection practices are implemented by healthcare workers 

when using digital health solutions, and what are their experiences in maintaining these 

practices? 

1.6 Study Scope 

This research focused under three different scope as undermentioned. 

1.6.1 Content 

The study was limited to examining the healthcare workers’ knowledge of patient health data 

protection principles and practices when using digital health solutions at regional referral 

hospitals using a case study of Hoima Regional Referral Hospital. This aimed to investigate the 

extent to which healthcare workers understood and applied data protection principles on patient 

health data when using digital health tools to measure how well digital health solutions were 

working and how patient health data therein was secure at the hospital, if the staff were 

knowledgeable and followed proper data protection practices. 

1.6.2 Geographical 

The research was conducted at Hoima Regional Referral Hospital which is located in Hoima 

city, situated opposite Booma grounds which are along Hoima, Kampala-road.  

1.6.3 Time  

The researcher collected data in a period between November-December 2025, and the data 

collected was relevant for that time of data collection. 

1.7 Significance of the study 

Successful implementation of health information technology innovations has numerous benefits 

to healthcare providers, physicians, patients and society. Increasingly, securing digitized health 

data is becoming an unstated mandate when developing and deploying these innovations 

(Parthasarathy et al., 2021). The study addressed healthcare workers’ knowledge of patient 

health data protection principles when using digital health solutions by examining the healthcare 

workers’ knowledge, experiences and the practices they carried out when using digital health 

solutions. This study thus gave understanding that can guide the training of healthcare workers, 

improve compliance with the data protection rules, address the available serious gaps in digital 
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patient health data security (Sittig et al., 2016) and also contribute to designing and adhering to 

stronger policies and regulations, such that the healthcare workers have the knowledge on how 

to mitigate data breach risks and so protect the privacy of the patients (Bărcanescu, 2021). 

 

1.8 Conceptual Framework on healthcare workers’ knowledge of Patient Health Data 

Protection when using Digital Health Solutions at Hoima Regional Referral Hospital 
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This study’s conceptual framework shows how the use of digital health solutions influences 

healthcare workers’ knowledge of patient health data protection principles and their data 

protection practices at Hoima Regional Referral Hospital. 

The independent variable is the use of digital health solutions and it includes systems like EHR, 

HMIS and DHIS2. It also covers how they are used, such as for data entry, reporting and 

diagnosis, how often they are used and the departments where they are used like OPD, maternity, 

and laboratory. 

The dependent variable has two parts. The first is knowledge of patient health data protection 

principles. This includes understanding confidentiality, integrity, informed consent, data access 

control and lawful use of data. The second is data protection practices, which include password 

use, access control, device security and handling of data breaches. 

The framework also includes demographic factors like age, gender, education level, job role and 

work experience as these may affect both knowledge and practices. 

There are also contextual factors such as training, institutional policies and attitudes toward data 

security, which can influence how digital health systems affect knowledge and practices. 

This framework assumes that using digital health systems more effectively improves knowledge 

and leads to better data protection practices among healthcare workers. 
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CHAPTER TWO 

 

LITERATURE REVIEW 

2.1 Introduction 

This literature review offered a summary of existing research on the digital health solutions used 

by healthcare workers, their knowledge of patient health data protection principles and the 

practices they carried out to protect patient health data. This gave an understanding of the 

theoretical and practical basis for addressing the gaps in the healthcare workers’ knowledge of 

the principles and practices concerning patient health data protection as they used the digital 

health solutions in their health facilities. Therefore, through detailed analysis and evaluation of 

the related studies, this chapter gave the differences and their contributions to this study. 

2.2 Theoretical review  

Some scholars have studied how healthcare workers understand patient health data protection 

when using digital health tools. The Technology Acceptance Model (TAM) by Davis (1989) 

proposes that people use technology, based on how easy it is to use and how useful it seems 

which in other words explains why healthcare workers choose to use tools like electronic health 

records or telemedicine (Masrom et al., 2007). 

TAM is widely used in healthcare to study the utilization of technology among the healthcare 

workers, but it does not focus on patient health data protection knowledge. It mainly looks at 

usefulness and ease of use of technology, but not the risks of data breaches or security issues, 

which are important for this study. 

In addition is the Diffusion of Innovations Theory (DOI) developed by Everett Rogers (1962). 

DOI theory explores how innovations spread within a social system as it emphasizes that new 

ideas, technologies or practices are adopted through a process involving knowledge, persuasion, 

decision, implementation and confirmation (García-Avilés et al., 2020). Much as the Diffusion of 

Innovations theory could explain how digital health solutions were adopted by healthcare 

workers making it relevant for understanding how healthcare workers made use of digital health 

solutions and how these solutions were used to store patient health data for example, healthcare 

workers perceived digital health solutions as having significant advantages over traditional 

methods. It was not directly focused on data protection knowledge as it was more concerned with 
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the overall adoption of innovations rather than the motivations to protect patient health data once 

the technology was adopted since it assumes that once a technology is adopted, it is used 

effectively to simply store data. 

 

Furthermore, the Unified Theory of Acceptance and Use of Technology (UTAUT) developed by 

Venkatesh et al. (2003) which combines elements from eight different models of technology 

acceptance proposes four key factors that determine technology acceptance and these are 

performance expectancy, effort expectancy, social influence and facilitating conditions and these 

affect both the intention and actual use of technology (Williams et al., 2015). The UTAUT model 

gave a simple way to understand how healthcare workers accept the using of digital health 

solutions, social influence and the conditions provided at work, like the training and 

organizational support, play an important role in whether users of digital solutions who were the 

healthcare workers in this research used these tools correctly, especially for protecting patient 

information. UTAUT integrates a wide range of factors that influence technology adoption, 

making it particularly useful for understanding the complex organizational context of healthcare 

settings and also considers social influences, which are crucial in healthcare environments where 

peer behaviour and leadership affect data protection practices. Although UTAUT addresses 

technology adoption and use, it does not focus directly on motivational aspects related to data 

protection for example how individuals feel about protecting patient health data or whether they 

feel capable of doing so and it does not capture the specific security concerns or the 

psychological mechanisms behind adopting data protection measures, which are central to this 

study.  

 

This study identified Protection Motivation Theory (PMT) which asserts that individuals are 

motivated to protect themselves and sensitive data from threats when they perceive these threats 

as severe, likely to occur and are within their ability to prevent or manage which integrates two 

key components that is threat appraisal which involves evaluating the severity of a potential 

threat like data breaches and the likelihood of hacking of health data and coping appraisal where 

health workers assess their ability to take protective actions for example implementing security 

measures on the patient health data. 
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In addition to PMT, the Knowledge, Attitudes, and Practices (KAP) model, originally developed 

in public health research for assessing behavioural outcomes, was relevant to this study. The 

model suggests that a person’s knowledge influences their attitudes, which in turn affect their 

practices (Launiala, 2009; WHO, 2008). In the healthcare context, it allows researchers to 

determine whether healthcare workers’ understanding of patient health data protection principles 

translates into actual protective behaviours when using digital health solutions. 

 

The Diffusion of Innovations (DOI) theory, Technology Acceptance Model (TAM), and UTAUT 

model all helped clarify how digital health solutions were made use of by the healthcare workers, 

but none of these models focused on whether healthcare workers had knowledge on how to 

protect patient health data and as well how they behave when handling it, when using the digital 

health solutions. In contrast, the KAP model allowed for the assessment of knowledge and 

practices, while Protection Motivation Theory (PMT) explained the motivations behind 

protective behaviours by considering threat perception, self-efficacy and response efficacy. KAP 

and PMT offered a framework for understanding both what the healthcare workers knew and did, 

and why they acted towards the protect patient health data which made them much more 

applicable for this study. 

 

 2.3 Empirical Literature 

 

Digital health solutions used by healthcare workers 

 

Kavuta and Magoiga (2023) assessed the usability of a health information system at Geita 

Regional Referral Hospital in Tanzania and found it to be widely accepted by healthcare workers 

due to its user-friendly features, such as ease of navigation, data retrieval and support for routine 

clinical tasks. While the study confirmed the active use of a digital health tool in a referral 

hospital, it did not specify the type or name of the system, leaving a gap in identifying which 

specific digital health solutions were in use an area this study sought to address at Hoima 

Regional Referral Hospital. 
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Mwogosi and Mambile (2025) conducted a survey study to examine the adoption and utilisation 

of electronic health record systems (EHRS) in Tanzanian public primary healthcare facilities and 

the usage of these platforms were 62.3% for GoTHoMIS, 17.2% for eHMS and 6.6% for Care2X 

of which these low percentages stressed that training among the healthcare workers, inter-

operability and data security influence system adoption. However, the study focused exclusively 

on electronic health record systems and did not examine other digital health technologies such as 

telemedicine, mobile health apps, electronic logistics systems or laboratory information systems. 

This presented a knowledge gap, as it limited understanding of the full range of digital health 

solutions currently used by healthcare workers particularly in higher level facilities like Hoima 

Regional Referral Hospital, where a broader variety of technologies may be deployed to support 

service delivery. 

 

Babughirana et al. (n.d.) conducted a feasibility assessment of scaling up electronic-supported 

solutions to improve maternal, newborn and child health interventions in Hoima District, with a 

focus on identifying and evaluating digital health tools such as CommCare, mHealth and the 

District Health Information System 2 (DHIS2). The study examined infrastructure and network 

readiness at sub-county and health facility levels, including mobile network coverage. Findings 

showed that while digital systems like DHIS2 and HMIS had been deployed in the district, only 

44.2% of the staff had received training on DHIS2 and just 37.2% had access to HMIS and could 

transmit reports through it. The availability of powered, internet-enabled computers and modems 

was limited, with only 20.9% of facilities reporting access. Additionally, 55.8% of facilities had 

staff trained in basic computer skills, though only 46.5% were proficient, and 54% of sampled 

staff could carry out basic digital operations such as using a mouse and keyboard. This study 

provided direct evidence of the digital health systems in use in Hoima and highlights both the 

potential for scale-up and the current limitations in access, infrastructure and workforce 

readiness. 

 

While Babughirana et al. identified digital health solutions used in Hoima District like the 

CommCare, DHIS2, mHealth and assessed infrastructure and staff training at health facility 

level, the study did not specifically focus on Hoima Regional Referral Hospital hence the need to 
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identify the digital health solutions used by healthcare workers at Hoima Regional Referral 

Hospital. 

 

Tumuhimbise et al. (2023) carried out a research on acceptability and feasibility of a mobile 

health application for enhancing public private mix for TB care among healthcare workers 

in Southwestern Uganda where three private hospitals and a public hospital in southwestern 

Uganda received the Tuuka mobile application and this was used for referring patients by 

healthcare workers from private hospitals and receiving referred patients by public healthcare 

workers and sending SMS reminders to the referred patients. Tuuka application was accepted by 

healthcare workers with a mean total system usability scale score of 98 (SD 1.97). The majority 

believed that the app would help them make quicker medical decisions (91%), communicate with 

other healthcare workers (96%), facilitate partnerships with other hospitals (100%), and enhance 

quick TB case notifcation (96%). The application was perceived to be useful in reminding 

referred patients to adhere to referral appointments, notifying public hospital healthcare workers 

about the incoming referred patients, facilitating communication across facilities, and enhancing 

patient-based care. The study found out that the mobile health solutions can make 

communication and coordination in healthcare easier but, it did not look closely at whether or not 

healthcare workers knew how to use the Tuuka app well and how they even kept the patient 

health data secure while using this Tuuka app and because of this, there was still limited 

understanding of how the patient health data was protected on these digital health solutions. 

 

Bostan et al. (2024) explained that open-source Electronic Health Record (EHR) systems can 

help improve healthcare in low and middle-income countries by making it easier to collect, 

manage and analyze data. Systems like OpenEMR were free to use and can be changed to fit the 

needs of local health facilities. These systems helped healthcare workers save and access patient 

information more easily. However, the study did not mention how the healthcare workers use 

free digital health solutions in their daily work. Also, this study pointed out major security 

problems, like the risk of SQL injection and unauthorized access, but did not explain how these 

systems were protected against such attacks when being used by the healthcare workers, a gap 

which showed the need for the current study, to find out which digital health tools were used at 
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Hoima Regional Referral Hospital and how their digital health solutions were being secured so 

as to safeguard the patient health data on them. 

Healthcare workers’ knowledge of patient health data protection principles when using 

digital health solutions 

 

Healthcare workers’ understanding of patient health data protection principles is very important 

for keeping digital health information private, accurate and secure. Khatiwada et al. (2024) stated 

that even if electronic patient health data is now widely used, many healthcare workers still have 

in adequate knowledge about data security, privacy and accuracy in digital systems. While some 

measures, like restricting access to data and applications, were used to prevent unauthorized 

access, these methods were often applied without proper training or understanding, which 

showed the need for healthcare workers to be well-trained in managing access to protect patient 

information. Nevertheless, this study did not measure knowledge among the healthcare workers 

and how it differed among the different healthcare workers who are doctors, nurses, records 

officers and this was important gap for focusing training and support to the healthcare workers 

who use the digital health tools. 

Alunyu et al. (2024) emphasized that healthcare workers need both proper digital health 

communication systems and training so as to have the knowledge on how to use them 

effectively. Even if 83.3% of respondents said that some basic skills are needed to use these 

systems safely, the study did not show how much healthcare workers actually knew about 

protecting patient health data, how they applied these data protection principles when using the 

digital health solutions. Also, there was little evidence on whether or not the training programs 

really helped healthcare workers to handle patient health data securely, which was the focus of 

the current study, at Hoima Regional Referral Hospital. 

 

Takuwa et al. (2023) studied about the using of mobile health solutions in Uganda and found that 

healthcare and veterinary workers had many concerns about keeping data private, controlling 

access, and maintaining security. Some workers knew about the risks, a small number of 3% had 

never used mHealth, showing a knowledge difference of both using the digital health solutions 
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and as well properly securing the health data there on. The study also showed the low electronic 

health literacy, limited training and weak infrastructure among the healthcare workers, which 

make it harder for them to use digital health systems efficiently, but, it did not show how much 

healthcare workers actually knew about key patient health data protection principles, like 

keeping information confidential, controlling access, and handling data securely. 

 

Kwesigabo and Komba (2025) also studied how healthcare workers in Tanzania handle 

cybersecurity, and they found out that the healthcare workers’ knowledge of patient health data 

protection was only moderate, with an average score of 3.07 out of 5 stressing it that normal 

training was limited, scoring just 2.39 on average and many workers felt that protecting data was 

not part of their role, frequently leaving it to the ICT officers. This study on the other hand did 

not show differences in knowledge among specific staff groups who regularly managed patient 

health data when using the digital health solutions. 

 

Mensah et al. (2024) found out that healthcare workers do generally understand the basic patient 

health data protection principles, like privacy, confidentiality, secure access and the need for 

administrative safeguards but, there are no measurements that actually show the scores of the 

healthcare workers to prove the percentage of them that know and to also know the percentage of 

the group that did not know. 

Patient health data protection practices of healthcare workers in the use of digital health 

solutions 

 

Yeng, Fauzi, and Yang (2022) studied how healthcare workers followed cybersecurity rules in 

hospitals that do not use paper records but rather, use digital health solutions mainly focusing on 

the practices like managing passwords, using email and social media safely, securing mobile 

devices and reporting problems based on hospital policies meant to prevent data breaches. Using 

the Knowledge, Attitude, Behavior framework, the study found that the healthcare workers 

generally knew what to do as the knowledge risk was low, with the mean of 1.59, but their 

actions did not always match this knowledge since the behavior risk was high, mean of 2.72. 

This shows that even if policies exist, healthcare workers may not always follow them in 

practice. 
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However, this study was done in hospitals with better equipment and support than most of the 

public hospitals in Uganda like Hoima Regional Referral Hospital which adopted the using of 

digital health solutions for all their healthcare workers in October 2024, thus the need to carry 

out this research, so as to find out the practices the healthcare workers at Hoima Regional 

Referral Hospital are implementing when handling patient health data while using the digital 

health solutions.  

 

Gebeyew et al. (2025) studied how healthcare workers in the Amhara Region of Ethiopia 

handled digital health data and they found out that more than half which was about 55% had 

poor data protection practices, while only 45% followed good practices. In a referral setting 

hospital, the average score was 5.19, with 28% of men and 17% of women handling the health 

data securely. Even though the digital solutions were being widely used, healthcare workers 

often did not manage patient health data safely whereby one person said, “we download 

everything, the expert is not as knowledgeable as to handle system security problems,” and 

another said, “we do not use data encryption because we do not have enough skills.” 

These comments showed that these healthcare workers did not even know how to implement the 

patient health data protection practices and even did not know the principles they should adhere 

to as there were gaps in knowing about encryption, system security and proper ways to handle 

patient health data. Also, some healthcare workers relied only on simple passwords for they did 

not understand that encryption was important, which showed limited awareness of digital health 

security and so the study stressed the need to improve both knowledge and safe practices among 

healthcare workers. 

 

Bagyendera, Nabende, and Nabukenya (2023) studied the main factors affecting data use and 

system interoperability in Uganda’s healthcare system, looking at four regions: Central, West 

Nile, South-Western and Northern. They found out that sharing information among healthcare 

facilities was being weakened by the lack of standard operating procedures and the poor 

documentation for accessing and handling electronic medical records and that without clear 

procedures, healthcare workers do not have proper guidance on how to handle patient health data 

safely. 
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The study also found out that 36% of respondents said, there were no effective data security 

policies, which made it harder to create secure ways of handling the patient health data in the 

digital health solutions. Complying to security principles was inadequate and many health ICT 

systems work in separation without ongoing support which forced healthcare workers to use 

informal and sometimes unsafe methods to manage the patient health data. In addition, many 

healthcare workers lacked technical skills and training, which created another barrier to 

protecting the patient health data handled on these digital health solutions. This study showed the 

need for this research, to describe the patient health data protection practices implemented by 

healthcare workers because it did not show them. 

 

Kwesigabo and Komba (2025) studied how healthcare workers handled patient health data when 

using the digital health solutions where they found many unsafe habits, like sharing passwords 

with colleagues with a score of 95%, using weak passwords with a score of 76%, and reusing the 

same login across systems with a score of 31%. The study also showed more security problems 

like forged documents which went up from two cases in 2023 to four in 2024, and unauthorized 

disclosures of the patient health data increased from one to three. The study also looked at the 

implementation of data integrity by the healthcare workers and the score was 3.18 out of 5 which 

is moderate, confidentiality where they scored 2.67 which is low to moderate, and availability of 

patient health data with a score of  4.24 which was very high, meaning that healthcare workers 

focus on seeing to it that patient health data is available in the digital health solutions but, they 

did not pay enough attention to keeping it safe and private of which these weak practices put 

sensitive patient information at risk.  

 

Kayondo and Kyobe (2025) studied about what affects healthcare workers’ following Uganda’s 

Data Protection and Privacy Act and they found out that having a good workplace culture, 

regular training, clear rules, make it easier for healthcare workers to protect patient health data 

when using the digital health solutions. This study also showed that 62% of workers had 6 to 10 

years of experience handling patient health data, while 38% had less than five years, meaning 

that workers with more experience feel more confident and are more likely to follow the rules as 

they are experienced and they also said in their study that training can help workers feel 

confident and handle data safely. 
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This study did not explain exactly what healthcare workers do to protect the patient health data 

for example, it did not state that the healthcare workers use passwords, control who can see data, 

or share data safely when using digital tools which was an important gap that the current study 

looked at, what healthcare workers at Hoima Regional Referral Hospital actually did to protect 

patient health data when using digital health solutions. 

 

Ogbodo et al. (2025) studied what affects healthcare workers’ compliance to data protection 

rules and they found out that good hospital management had a very strong effect on how well the 

healthcare workers followed the rules, with a score of 0.832. Encrypting patient health data, 

controlling access and checking for threats, also had a big effect, with a score of 0.739 and that 

over 70% of healthcare workers used their own devices for work, which led to problems like data 

leaks or unauthorized access of patient health data. 

The study showed that less experienced workers depend more on hospital rules to protect data, 

while more experienced workers follow better cybersecurity practices because they knew the 

systems and have been using them longer which shows that both healthcare worker habits and 

hospital rules are important to keep patient health data safe. 

2.4 Summary 

The reviewed literature provided an overview of the usage of digital health solutions, healthcare 

workers’ knowledge of the patient health data protection principles and the patient health data 

protection practices. 

 

Digital Health Solutions Used by Healthcare Workers 

The reviewed literature showed that digital health solutions were being adopted and used in 

various healthcare settings. Studies from Tanzania showed that electronic health record (EHR) 

systems like GoTHoMIS, eHMS were widely used because they had user-friendly features, 

which streamline clinical tasks and data retrieval (Kavuta & Magoiga, 2023; Mwogosi & 

Mambile, 2025). Similarly, research in Uganda confirmed the positive use of mobile health 

applications for patient referrals for TB care (Tumuhimbise et al., 2023). 

 

Despite these findings, gaps remained in understanding how practically these tools are being 

used by healthcare workers although they confirmed that they had digital tools, they often fell 
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short of detailing how frequently they used them, for what specific clinical purposes and the 

healthcare workers’ technical confidence in their use (Mwogosi & Mambile, 2025). The work of 

Babughirana et al. (n.d.) identified specific systems like DHIS2 and CommCare used in the 

Hoima District and also showed that a significant percentage of staff lacked basic computer skills 

and training on how to use the systems.  

 

Although the digital health solutions were being used, there was limited evidence on the specific 

roles for which the healthcare workers used them and how frequently they used them in clinical 

practice. Understanding the actual digital health solutions in use and what kind of data were used 

there on was important to support effective data protection measures. 

 

Healthcare Workers’ Knowledge of Patient health data Protection Principles 

 

Many healthcare workers using digital health systems did not fully understand how to protect 

patient data though they could have been using basic protection measures like limiting access 

using passwords they still lacked proper training to do it correctly. It is not clear how knowledge 

differs between doctors, nurses, clinical officers and records staff, even though all handle patient 

information. Some of the healthcare workers leave the responsibility to ICT staff, showing 

confusion about their roles and yet they know basic ideas like integrity and confidentiality. They 

often do not understand technical protections and also their understanding of data protection 

principles under Uganda’s Data Protection and Privacy Act, 2019 is not shown, making it 

necessary for further research to be done. 

 

Patient health data Protection Practices 

The literature reviewed shows that many healthcare workers did not follow proper patient data 

protection practices, even if they knew the principles. Studies from Referral hospitals using 

digital health solutions found unsafe behaviours like sharing passwords, storing user account 

logins on the computer and not encrypting data. In Uganda, lack of knowledge of the practices, 

the policies present that are to be followed and low technical skills made staff rely on informal 

and insecure ways to manage data. How healthcare workers handle data on a daily like makind 

use of authentication, access controls, secure patient health data sharing and on whether practices 
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differ between systems like EHRs and EMRs and so showing the need for more research to see 

how workers actually protect patient data in daily practice and where improvements are needed.   
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CHAPTER THREE 

 

METHODOLOGY 

3.1 Introduction 

This chapter consists of the research methodology used to assess the healthcare workers’ 

knowledge of patient health data protection when using digital health solutions at Hoima 

Regional Referral Hospital covering the Study Design, Population, Sample size, Sample size 

determination, Sampling techniques, Data collection methods, Data collection instruments, Data 

quality control, Data collection procedure, Data analysis and Ethical Consideration.  

 

3.2 Study Design 

The study made use of a mixed-methods design with both quantitative and qualitative 

approaches to provide an understanding of the research problem. The quantitative section used a 

non-experimental, cross-sectional design. This approach was effective for gathering broad, 

statistical data from a sample of healthcare workers at a single point in time, providing a clear 

snapshot of the level of knowledge of patient health data protection principles and the patient 

health data protection practices. This design was highly effective for identifying the digital 

solutions and assessing knowledge of patient health data protection principles. 

The qualitative section used a descriptive case study design using specifically Hoima Regional 

Referral Hospital as the case which was particularly appropriate to the third research objective, 

as it allowed for an in-depth exploration of the how and what questions behind healthcare 

workers’ patient health data protection practices (Yin, 2018). By using interviews, there was 

illumination of the contextual factors, challenges and motivations that could not be fully captured 

through a survey alone. These designs provided a strong framework for the study, first 

quantifying the extent of the issue and then enriching those findings with a rich, contextual 

understanding of the factors at play (Creswell & Creswell, 2018). 
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3.3 Population of the Study 

The population of this study was comprised of healthcare workers at Hoima Regional Referral 

Hospital who were using of digital health solutions, as well as responsible for patient health data 

protection and they were the doctors, nurses, records officers, laboratory technicians, dentists, 

midwives and clinical officers. The population was chosen to understand the digital health 

solutions they use, their knowledge of patient health data protection principles and the patient 

health data protection practices they do to see to it that the digital patient health data is secure. 

Also, the research aimed to gather understanding into the challenges they face, effectiveness of 

their practices in healthcare delivery.  

3.4 Sample size determination 

The study used both quantitative and qualitative approaches where by the sample size for the 

quantitative component was determined using Cochran’s formula for an infinite population, 

which was then adjusted for the actual population of healthcare workers involved in digital 

health solution use at Hoima Regional Referral Hospital (N = 192). 

Cochran’s formula for an infinite population; 

n0 = Z
2. p. (1-p) 

           e2 

Z=1.96 (Z-score for 95% confidence level) 

p=0.5 (estimated proportion for maximum variability) 

e=0.05 (margin of error) 

 

n0 = (1.96)2. 0.5. (1- 0.5)   = 3.8416.0.25 = 384.16 

               (0.05)2                           0.0025 

n =   n0             =    384             = 384        = 128 

    1 + n0 – 1        1+ 383               3 

             N                 192 

 

Therefore, the total sample size was 128 participants. For the qualitative section, the sample size 

of 14 participants was selected through purposive sampling as they were chosen based on their 

specialized knowledge, roles within the hospital and firsthand experience related to patient health 
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data protection practices. According to Crossman (2018), purposive sampling is used to identify 

key informants who can provide rich, relevant and focused information to deepen understanding 

of the research study. The researcher personally approached these healthcare workers to invite 

their participation and explained the purpose of the study. 

 

Table 1: Sample size 

Healthcare workers Target population Sample Size 

Doctors 23 15 

Nurses  82 54 

Midwives 43 29 

Dentists 6 4 

Lab Technicians 13 9 

Records Officers 4 3 

Clinical Officers 21 14 

          Total 192 128 

 

Cadre Sample Size = Target population      x   (Total Sample Size)128 

                                 Finite Population (192) 

 

3.5 Sampling Techniques 

The researcher used stratified random sampling for the quantitative research approach of this 

study such that each subgroup within the healthcare workers at Hoima Regional Referral 

Hospital was represented. This method provided more precise estimates and comprehensive 

insights into the healthcare workers’ knowledge of patient health data protection when using 

digital health solutions across different professional groups which were doctors, nurses, records 

officers, laboratory technicians, dentists, midwives and clinical officers. The researcher divided 

the healthcare workers into different strata based on their roles and departments and then she 

randomly selected a proportional sample from each subgroup making sure that the sample 

reflected the actual distribution of the healthcare workers within the hospital.  

And for the qualitative approach, the researcher used purposive sampling technique, strategically 

selecting healthcare workers at Hoima Regional Referral Hospital who possessed specific 

characteristics or experiences relevant to the third research objective as this method was ideal for 
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gathering in-depth insights from participants who had direct experience with patient health data 

protection practices when using digital health solutions. The participants included records 

officers because they directly handle patient records and can provide insights on data protection 

practices, doctors because they enter and use patient health data in digital health systems, nurses 

because they interact with patient health data during care and documentation, midwives because 

they record the number maternal cases handled, lab technicians because they record and store the 

various laboratory checkups done on patients and clinical officers because they may use digital 

health tools for diagnostics and treatment data, as these individuals are directly involved in 

managing, accessing and even using patient health data in digital health systems.  

 

3.6 Data Collection Methods 

This study used a questionnaire survey to collect data from doctors, nurses, records officers, 

midwives, laboratory technicians and clinical officers who were using the digital health solutions 

about the digital health solutions they use and their knowledge of patient health data protection 

principles. A questionnaire is a structured set of questions prepared to obtain information from 

respondents in a systematic way (Gulnoza et al., 2022). Also, both closed ended and open-ended 

questions were used to receive authentic and subjective responses making the data complete and 

easy to analyse. In addition, interviewing method was also used and here, the researcher gathered 

information through direct verbal interaction with the healthcare workers who use the digital 

health solutions to identify the patient health data protection practices.  

 

3.7 Data collection instruments 

This study employed two primary data collection instruments that was a self-administered 

questionnaire and an interview guide with each instrument tailored to the respective categories of 

respondents and their contents were designed to gather the necessary data to address the research 

objectives. The researcher used a self-administered questionnaire to collect data from all the 

selected healthcare workers involved in the use of digital health solutions at Hoima Regional 

Referral Hospital. The questionnaire included both closed-ended questions using Likert scale 

measurement and open-ended questions, which allowed respondents to provide both quantitative 

data so as to capture respondents’ knowledge and understanding of patient health data protection 
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principles as well as their experiences and challenges in implementing the patient health data 

protection when using digital health solutions. The instrument was structured to ensure clarity 

and ease of completion, allowing respondents to express their views while ensuring data 

uniformity for analysis. In addition, an interview guide was used to collect in-depth qualitative 

data from key personnel including doctors, nurses, records officers, midwives, laboratory 

technicians, dentists and clinical officers responsible for digital patient health data maintenance 

to describe their patient health data protection practices. The interview guide consisted of open-

ended questions that were structured to elicit more specific and in-depth responses related to 

organizational practices, challenges and strategies for implementing digital health solutions and 

data protection measures.  

3.8 Data quality control 

To ensure the quality of the data collected, both validity and reliability of the instruments was 

rigorously addressed where validity was ensured through expert review of the questionnaire and 

interview guide for content accuracy, pilot testing to assess clarity and relevance and alignment 

with the research objectives. Reliability was tested using test-retest reliability to check 

consistency over time, internal consistency through Cronbach’s alpha for the questionnaire and 

inter-rater reliability for interviews by comparing multiple interviewers’ analyses. 

3.9 Data collection procedure 

The researcher obtained permission to conduct research and collect data by first securing 

clearance from Uganda Christian University Research Ethics Committee and then received an 

introductory letter from Uganda Christian University which she used to approach Hoima 

Regional Referral Hospital to formally request permission and guidance on data collection 

procedures of which after being granted permission, the researcher coordinated with respondents 

to schedule sessions for data collection. The researcher utilized a combination of structured and 

semi-structured questionnaires, featuring both multiple-choice and open-ended questions, as well 

as interviews with the respective participants. The data collection process was systematic, 

ensuring that tools were appropriately distributed and responses were gathered effectively and 

after data collection, the researcher proceeded and did data processing and analysis and also 

ensured ethical standards like obtaining informed consent plus maintaining respondent 

confidentiality, throughout the process. 


